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WASHINGTON, D. C. 20505
23 DEC 1976

Honorable James T. Lynn, Director
Office of Management and Budget
Washington, D.C. 20503

Dear Mr. Lynn:

In response to your General Counsel's letter to me of 2 November 18786,
I am enclosing herewith additional material explaining in detail my
opposition to provisions of the proposed Executive order entitled,
"Suitability Requirements for Government Employment, ' which was
forwarded to me for comment,

As I indicated in my letter to you of 19 October 1976, I am concerned
that neither the Central Intelligence Agency nor the Intelligence
Community Staff was consulted in the process of drafting this proposed
Executive order. The problems inherent in the document are of such
magnitude that, in my view, the Intelligence Community should be excluded
- from its provisions. I appreciate the understanding expressed in
Mr. Nichols' letter and in light of his request for further assistance
in redrafting this order, officers-on my staff have carefully reviewed
the draft order and have identified and explained those provisions which
pose problems for the Government's National I'oreign Intelligence
- Program, in terms of suitability requirements for Government employ-
ment and, concomitantly, the granting of access to foreign intelligence
related information which it is my statutory responsibility to protect.

In light of the apparently substantial opposition to provisions of this
draft order by other Executive agencies and departments, and considering
the problems identified by my staff, I must stress that, upon review by
your office of the material enclosed herewith, we be kept informed of
future developments to ensure that the needs and responsibilities of
the Intelligence Community are adequately reflected,

As I indicated in my 19 October letter, it is my view that our efforts
should be directed toward developing a uniform program for suitability
- and security requirements related to Government employment--a single
document that will form the basis for such programs throughout the
Executive Branch. In order to accomplish this, however, the
Executive order must establish clearly that the Director of Central
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Intelligence has the statutory responsibility and authority for the
protection of intelligence sources and methods; it therefore must be
unambiguous in recognizing that the standards for granting access to
Sensitive Compartmented Information and to intelligence sources and
methods are solely the responsibility of the Director of Central
Intelligence. To meet both of these objectives, the enclosure proposes
the addition of certain language to Section 4 of the proposed order.

" Here and elsewhere, the draft Executive order must recognize that the
field of intelligence is unique and demands the use of certain procedures
not commonly utilized by other Government agencies and departments.

I trust this letter and the enclosed material will be of assistance
to your staff as they begin the process of redrafting this proposed
Executive order. I would only reiterate my concern that the views
and requirements of the Intelligence Community be reflected fully in
this Executive order. Absent this, my view remains that the Intelli-
gence Community must be exempted from the terms of the Executive
order, per the amendment I proposed in the enclosure to my letter
to you of 19 October 1976, It is my continued hope, however, that our
coordinated efforts to resolve the problems posed by the draft order
will result in the development of a program which in its scope and
effect will be most beneficial to the Government as a whole,

Sincerely,

George Bush

Enclosures

Distribution:

Original - Addressee w/encls.
- DCI w/encls.
- DDCI w/encls.
- ER w/encls. :
- IC Staff w/encls. '
- OGC w/encls. - ' \
0S w/encls. '
- OLC Subject w/encls. !
- OLC OMB Liaison w/encls.
- OLC Chrono w/o encls.

HRH!—I;—!HH)—*#—A
1

OLC:RLB:hms (typed 10 December 1976)
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Fnclosure 1

EXPLANATION OF AMENDMENTS TO THE PROPOSED EXECUTIVE
ORDER, "SUITABILITY REQUIREMENTS FOR GOVERNMENT

EMPLOYMENT, " BY THE DIRECTOR OF CENTRAL INTELLIGENCE

1. SECTION 2. Several of the definitions in this Section lend
themselves to misinterpretation, omit concepts important to national
security considerations, ,and fail to adequately reflect the responsibil-
ities and authorities of the Director of Central Intelligence under the .
National Security Act of 1947, as amended, the Central Intelligence
Agency Act of 1949, as amended, and Executive Order 11905. In order
to properly reflect these concerns and to make the definitions compatible
with later provisions in this draft order, a number of amendments have
been proposed, most of which are self-explanatory. Attention is
directed, however, to the following:

a, The term "Agency Head' should be broadened; as
defined in the draft order, the term would exclude, for
example, the Director of the Defense Intelligence Agency
since that office, while constituting a major component of
the Intelligence Community, was not established by statute
or Executive order, as would be required to qualify as an
agency head under this definition,

b. The proposed omission of the last sentence of the
definition of "Complaint Investigation' is deemed necessary
to remove language which appeared superfluous and unclear.

c. Itis strongly urged that, as proposed in Enclosure II,
the definition of "Adjudication" include specifically the concept
of "loyalty" in order to affirm that it is a required qualification
for Federal service, particularly in those cases involving
Positions of Special Trust.

d, The definition of "Federal Service'' should be amended
in order to make clear that contractors and their employees
are not, for purposes of this Executive order, considered to
be included in the Federal Service.

e. The "Full Field Investigation' as defined in this Section

should be expanded to include as an element thereol the
establishment and verification of an individual's identity.
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f. As modified by the proposed amendment noted in
Enclosure II, the definition of "Position of Special Trust"
is acceptable; care should be taken, however, to avoid an
interpretation of this term, such as that contained in the
summary of the draft Executive order, which would include,
as an element of a Position of Special Trust, the fact that
the adverse impact on the national interest must be
"irreparable, " a standard which would be unrealistically
stringent and would be extremely difficult to define.

g. The statutory cite included in the definition of
"Sensitive Compartmented Information' appears to be in
error, and an amendment has been proposed to correct
it. i

h. As with the proposed change to the definition of
adjudication, the concept of "loyalty," as defined in this
Section, must be included in the definition of "Suitahility, "

i. Changes to the definition of "Suitability Determination"
have been proposed in order to establish clearly that access
to Sensitive Compartmented Information, intelligence sources
and methods, and intelligence information shall be governed
by the authority vested in the Director of Central Intelligence
and not the Civil Service Commission or any other department
or agency.

2. SECTION 3. The partial exemption for components of the Intel-
ligence Community contained in subsection (b) is ambiguous and
incomplete. The proposed amendment would properly include all
organizations within the Intelligence Community as defined by Executive
Order 11905, and reflects the fact that pursuant to his statutory respon-
sibilities and authorities, the Director of Central Intelligence must
maintain ultimate authority for the establishment of personnel suitability
investigation and adjudication programs as they relate both to the
Government's foreign intelligence program and to access to foreign
intelligence information and sources and methods. These proposed
changes reflect the necessity that the Director of Central Intelligence
not be required to accept certification of clearances which do not meet
the minimum security requirgments as established by the Director of
Central Intelligence pursuant fo his statutory responsibilities. 'To hold
otherwise, or to establish a two-tiered system of granting clearances,
would not only be inconsistent with such statutory authoritics but would
prove costly and contrary to the legitimate intent of this proposed order.
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The additional language proposed to be inserted

at the 1ast sentence of this Section clarifies that the Director of Central
Intelligence retains, pursuant to his statutory responsibilities, the
authority to prescribe standards for access to the cited categories of
information.

4, SECTION 5. The proposed amendments to this Section reflect
the necessity that ”loyalty” is and must remain an essential element of -
any standard governing a Position of Special Trust in the U.S. Govern-

ment.

5. SECTION 6. A number of substantive changes have been made
at various points in this Section to reflect the interests and needs of
the National Foreign Intelligence Prograra with respect to Positions of
Special Trust established pursuant to this order. As a threshold issue,
the limitation that Positions of Special Trust be filled only by U. S.
citizens would pose severe problems for the Intelligence Community
and would seriously hamper the ability of the Central Intelligence
Agency to carry out its mandate.

The definition of "National Security'' activities in paragraph (a) (1)
lacks clarity and the proposed amendment more properly defines national
security activities,

The wording of paragraph (c) (1), "Authority to Designate, " in effect
fails to extend to certain organizational components of the Intelligence
Community the authority to designate Positions of Special Trust. The
heads of all components of the Intelligence Community as defined in
Executive Order 11905 should have such authority, and a proposed
amendment to this subsection corrects this apparently inadvertent error
(the proposed language would include, for example, the National Security
Agency and the Defense Intelligence Agenc‘}r neither of which were

"established by statute or Executive ordcr'). Furthermore with respect
to this paragraph, the limitation that only the heads of Executive
departments or agencies would have the authority to designate, certify,
or redesignate Positions of Special Trust would place an unnecessary
burden on such officials; the proposed amendment would allow this
authority to be delegated. The proposed amendment also would remove
the requirement that every Executive organization maintain a record
system concerning the certification and redesignation of Positions of
Special Trust. Such a system would seem burdensome and of little
practical value. Finally, the proposed amendatory language in this
paragraph reflects that, as between the authorities and responsibilities
of the Civil Service Commission and the Director of Central Intelligence,
the latter, under his statutory authority to protect intelligence sources
and methods and to maintain the confidentiality of organizational and
personnel matters of the Central Intelligence Agency, is not and should
not be required to make such an accounting.

w
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Attention is drawn to the analysis and summary of this proposed
Executive order prepared by the Domestic Council Committee on the
Right of Privacy, in which the term ''unacceptably adverse impact'' as
used in subsection (a) means that failure in such a position must result
in "irrevocable harm." This explanation would involve the necessity
of predicting in advance what action or lack thereof would have results
that never could be repaired--clearly an unrealistic standard by which
to measure the sensitivity of Government positions. Care should be
taken that the history of this Executive order not reflect the concept
that "unacceptably adverse impact'' is limited to those instances where
"irrevocable harm'' results.

6. SECTION 7. Strong objection is taken to the standards for
conducting suitability investigations outlined in this Section. The
standards as proposed in this draft order fail to reflect the minimum
standards necessary to enable the Director of Central Intelligence to
properly carry out his statutory responsibililties to protect intelligence
sources and methods from unauthorized disclosure, a mandate which. ’
necessarily implies a responsibility to ensure that only those individuals
of the highest character and loyalty be granted access to the Govern-
ment's foreign intelligence information. Substantive changes as to the
basis, scope, and particular investigative considerations, as outlined
in this Section, are proposed in Enclosure II.

Paragraph (d) (1) must include, at the outset, authority for the
Government to investigate, in addition to those factors outlined in the
proposed order, an individual's identity and loyalty before any individual
is allowed to occupy a Position of Special Trust. In addition, the time
parameters for conducting suitability investigations for Positions of
Special Trust must be extended beyond the five-year period proposed
in this draft Executive order. Under a five-year investigative period,
for example, a foreign agent attempting to penetrate a sensitive area
of the U.S. Government would be required to establish an identity and
sit tight only for a five-year period before attempting to secure the
position he desires. Evidence indicates there has been no decrease
in efforts by hostile intelligence services to penetrate our Government's
foreign intelligence program. These inadequate standards for suitability
investigations would make the detection of such agents far more difficult
than at present.

The Central Intelligence Agency and the Intelligence Community
Staff, therefore, propose that the minimum requiremcnts for suitability
investigations for Positions of Special Trust remain identical with those
contained in Director of Central Intelligence Directive No. 1/14. It is
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these standards that are proposed as an amendment to subparagraphs
(i) - (ix) of paragraph 7 (d) (1). Additional changes are made to
paragraph (d) (2) in order to remove certain impractical limitations
on the use of a so-called ""emergency' Position of Special Trust.

Subsection (e) is amended to reflect the special considerations and
needs of the Intelligence Community which must be taken into account
in determining the procedural requirements to be followed in allowing
the subject of a suitability investigation to be made aware of the
activities being conducted by the investigating department or agency. .
The responsibilities of the Director of Central Intelligence to protect
intelligence sources and methods and to retain the confidentiality of
Central Intelligence Agency personnel and organizational matters are
reflected in the proposed amendment.

Paragraph (f) (1), '""Sources of Investigative Information, " is expanded
to include specifically information related to birth and citizenship
records of individuals who are the subject of suitability investigations.
Such information may be of critical importance in assessing the
suitability and trustworthiness of an individual being considered for a
position involving access to sensitive foreign intelligence information.

Paragraph (f) (2) must be amended as proposed in Enclosure II to
afford the Intelligence Community the flexibility to conduct investigations
while protecting, as necessary and as required by statute, the identity
and role of the Central Intelligence Agency in conducting suitability
investigations. The notification procedures and elements as enumerated
in paragraph (f) (2) could be construed to conflict with the above-
mentioned responsibilities of the Director of Central Intelligence to
protect certain information, as well as his authority to terminate any
officer or employee of the Central Intelligence Agency "whenever he
shall deem such termination necessary or advisable in the interests of
the United States' (Section 102[c] of the National Security Act of 1947,
as amended).

Additional changes proposed to paragraph (f) (4) are necessary to
reflect the investigative responsibilities and needs of the Central
Intelligence Agency, as contained in Executive Order 11905 and including
the need to conduct, where necessary, covert inquiries. The use of a
polygraph in conducting background investigations is a legitimate and
properly recognized tool which must remain available to the Intelligence
Community if effective and adequate investigations are to be conducted
and intelligence sources and methods are to be fully protected against
compromise.
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The provisions at page 21 of the draft Executive order, paragraph
(j) (1), have been amended to ensure a uniform base-level reinvestiga-
tion program for Positions of Special Trust. The new language would
operate to upgrade investigative criteria to a level acceptable for
positions and matters involving foreign intelligence information.

7. SECTION 8. The addition of the term 'deviate" to subparagraph
(b) (1) (1) reflects a legitimate concern of the Intelligence Community
that certain behavior, which may not properly be categorized as
"criminal, dishonest, infamous or notoriously disgraceful, " nonetheless
comprises a legitimate factor which should be considered as one basis
for disqualification, At page 23 of the proposed order, subparagraph
(b) (2) (i), the term "relationships' has becn added to include, as a
proper subject for investigations involving Positions of Special Trust,
associations with foreign intelligence personnel, suspect individuals or
groups. Such relationships have been and will continue to be circum-
stances utilized by opposition forces to gain leverage or control over
particular individuals.,

The additional term "demonstrably" at page 25, subparagraph (c) (2)
(vi), would require that prior to consideration of social or environmental
conditions in an adjudication procedure, they must be shown to actually
have had an effect on the conduct in question. Deletion of the last
clause of subparagraph (c) (2) (viii) eliminateg an apparent redundant
provision of the proposed order.

As drafted, subparagraph (c) (3) (ii) at page 26 of the proposed order
does not go far enough in allowing or requiring that the Government,
in investigating an individual employee as described in this therein,
look behind the mere fact that such employee has recognized a
potentially adverse situation and has come forward to the "appropriate
authority. ' Particularly in those situations in which an individual
employee in a Position of Special Trust has access to foreign intelli-
gence information, the voluntariness and candor with which that
employee comes forward cannot be considered as mitigating circum-
stances unless the motivation for such conduct is known., Voluntariness
and candor at most should be considered as evidence of possible
rehabilitation.

The additional language inserted at subsection (e}, page 27, reflects
once again the legitimate need, in certain circumstances, to maintain
adequate cover considerations during and after investigations related
to the National Foreign Intelligence Program.
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8. SECTION 9., The additional language proposed for subsection
(a), reaffirms the existing statutory authority of the Director of Central
Intelligence to terminate employees whenever such action is deemed
necessary in the interests of the United States (Section 102[c] of the
National Security Act of 1947, as amended). In the context of this
proposed Executive order, and particularly regarding this Section which
purports to set forth due process requirements for certain Federal
employees and applicants, the authorities and responsibilities of the
Director of Central Intelligence must be specifically referenced. This
is necessary to make clear the meaning and extent of the standards
. in the proposed Executive order, and so as not to mislead persons who
might in the future turn to this proposed Executive order, if enacted,
for recourse in a judicial or administrative proceeding.

The alterations to paragraph (b) (1) are necessary so as not to
prejudice or preclude the use of legitimate investigative procedures
involving cover considerations by agencies and departments dealing
with foreign intelligence information.

The various changes at pages 28 through 31 are necessary so as
to bring the proposed procedures into line with the existing authorities
and responsibilities of the Director of Central Intelligence, and in order
to reflect the fact that the Central Intelligence Agency and certain other
components of the Intelligence Community are in the excepted service
and not the competitive service. The procedures outlined in this
Section must reflect existing differences and criteria applicable to the
competitive and the excepted services.

9, SECTION 10. It is necessary to insert the proposed language
to paragraph (d) at page 32 of the draft order so as to include
thereunder the protection of intelligence sources and methods.

10. SECTION 13, The proposed additional language to subparagraph
(i) at page 34 of the draft order reflects the fact that inclusion of
the Central Intelligence Agency in an index such as proposed therein
would conflict with Section 6 of the Central Intelligence Agency Act of
1949, as amended (50 U.S.C. A, 403g). The deletion of portions of the
proposed Executive order at pages 36 and 37 is necessary, as such
provisions would be neither pratical nor workable if applied to the
Intelligence Community and to foreign intelligence information.
Subparagraph (iv), related to the disposal of investigative reports,
should not properly be a part of an Executive order, but rather is
should be governed by GSA/NARS,
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PROPOSED EXECUTIVE ORDER NO. , ""SUITABILITY REQUIREMENTS
FOR GOVERNMENT EMPLOYMENT,'' WITH AMENDMENTS |

THERETO PROPOSED BY THE DIRECTOR OF CENTRAL INTELLIGENCE *

WHEREAS the national interests require that all persons privileged
to be employed in the Federal Government shall be reliablé, of good con-
duct and character, and o{ undivided allegiance and unswerving loyalty
to the United States; and

WHEREAS the national security and welfare requira.that only parsons .
who have demonstrated integrity, trustworthiness and discretion of thé
highest order shall be employed in positions of special trust and that
"the selection of such employees shéll be made on the basis of a comprehensive
review of theirx su;tability and quaiifications to ﬁald such positions;
and

WHEREAS the American tradition that all persoms should recéive
fair, impartial, and equitable treatment at the hands of the Government
requires that all persons seeking the priviiege of employment or privileged
., to be employed in the Federal Government be adjudged by standards and
procedures that are consistent, uniform and comport with the individual's
right of privacy:

Now, THEREFORE, by virtue of the authority vested in'me by the
Constitution and statutes of the United States including section 1753 of the
Revised Statutes of the United States (5 U.S.C. 1970 ed. 3301 and 3701);
the Civil Service Act of 1883 (S U.S.C. 1970 ed. 1101 et seq.); section 94

of the Act of August 2, 1939 (5 U.S.C. 1970 ed. 333 and 7311); the-Act
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v, ‘Saction 1. Revocation of E, 0, 10450, .Eﬁecutive Qrder No. 10450 of
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April 27, 1953, as amended, i1s hersby revoked.

Section 2. Definitions. For the purpose of this Order, unless otherwise

indicated, the following terms shall have these meanings: .

) _ ETSOn.
Adjudication: The procedure by which a qualified A%EEEEE’waighs the known
. ' , loyalty :
facts of an individual's conduct/and character and comsiders all relevant

circumstances of that conduct, prior experience in similar cases, and the
general nature of the position sought or held, in order to evaluate the pro-

bability the individual will perform the duties of the position respousibly
and in a manner consistent with the national interest.

A#ﬁ¥ﬁ#ﬁ?iﬁiéﬁﬁlﬁ%éﬁﬁyﬁﬂf/Vd!dﬂéé/tbélVﬁ%ﬁﬁ%%iﬁdﬁ/éfﬁﬁéﬁﬁdﬁAﬁ/A%gd!ﬁ%ﬁ/éﬁé/
LS YAILLLE S b/ Flafilhddd ] |

Adverse Determination: A decision at any level of the adjudication pracedure

or in subsequent hearings based upon digqualification factors set forth in

Section 8 (b) of this Order. which resolves a doubt against the individual
with the result that he or sﬂ; 1s denied the right EL take an examinétion
for employment, is denied appointment, is suspended from employment

either with or without pay, is separated from employment, is disqualified

for a Position of Special Trust, or is denied access to classified

informationu

Agency Head: The principal officer or administrator of a department,
agency or other major organizatiocn or component of the Executive Branch./

. dAEABTLENel/ b It d/ 8t/ Bblbtiitael Oddi]

Allegiance: The devotion or emotional commitment of am inddvidual to #

political entityj'd#/¢¢¢$éﬁﬁ#ﬁﬂb¢ﬂ%ﬁ#ﬁi/ﬂ¢/¢/¢#ﬁ1ﬁ$¢¥ﬁ%¥AT###¢¢/1¢F##¢¢¢%¥ﬁ??_
beddwd/ A/ LALALRY [T /94ER/ bHLAKE]

Civilian Employee: All appointive positions in the Executive Branch of the

Government of the United States, except positions in the uniformed services

(armed foppReved FURIRAa58E 200arr727E CIASRBPY 80 2868R00086503600 274

commissioned corps of the Environmental Protection Services Administration).
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or ¢thler/reasonable suspicion that an employee has committed some violation
of law or regulation or otherwise by his or her conduct has raised a question
as to whether he or she continues to meet the standards of employment for

the particular position held. Such an 1nquiry may be conducted under the
authority of émy applicable law or regulation or of this Order or both.
fid 14 1dddp AL bt RbbbEhAlgtdd Hd /bt ! &/ tohbAbl/ Ay [ /ild [ 1dvéétigat itk
Il dddddddd 1 44 LERDLL 1Y Iblod I ddd NALL /b &/ bbebickild It 7 BT BRI [T 14
W@d 7/1/ LAGALELLARARY Middd e [ 144/ BBALEFAKAY Hiddiddd
AdLAFALDANG FHE/ LAALIABIBALIY ST YL LLEY | EFE] LONEADAEY /iy Yo yridd L/

Emergency Waiver: An emergency waiver is a suspension of the investigative

requirements of this Order that allows the head of a department or
agency to f£fill a Position of Special Trust in his department or agency
for up to 90 days without completion of the prescribed investigative

report.

Federal Service: TFederal service ﬁeans employment by any Executive

Branch agency including any Executive department, agency or independent
establishment of the United States.ér any corporation wholly cwned by
the United States, and including the United States Postal Service and

Federal service
the Postal Rate Commission. Jf£/includes the terms Federal employment,

government employment and any and all other terms used to describe

employment status within the Executive Branch of the Fedefal government/
but does not include contractors and their employees. ' -
FToreign Affairs: 1The poiicies, duties and functions pertaining or giving

effect to the relations between the United States and Foreign governments,

groups or individuals, and intermatiomnal organizationms.
to establish and verify identify and to deve-

Full Field Investigation: An investigation /4% an individual's/backgroundy lop
information, e
/conducted in person by qualified investigators, and including interviews

with knokiSRARAPREr RRISSSS 2804 10727 TR ROPFERRZbRO0BEBDEZ00GS 741"
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the persERlSotddoiRABIEE FRARITIT AAIALMAAN K HECTRHRSH g tF Sosbhts
shll ffelYatydri /48] Al AAEAERAASAAIN /7f the individual's suitability for the

position sought or held.

General Standard Positioms: All positions in the Federal Service which

have not been designated Positions of Special Trust.

Investigation: An inquiry conducted by an authorized investigative organiza-

tion for the purpose of determining an individual's suitability for employment

in the Federal service as provided for in this Order.

Investigative File: The official repository of all relevant investigative

material, reports or similar information.

Investigative Record: Any item, collection, or grouping of informatian
authorized for inclusion in a file? indices, list, register or computer system
which relates to an investigation which contains the name, or the identifying
number, symbol or other identifying particular assigned to the individual

upon whom the investigation was conducted and which describes ;he nature

of the investigation, the date of the investigation and the investigatory
agency. i

Loyalty: An individual's faithful and trué allegiance to the U. S. and

its constitutional form of government.

National Agency Check: A record-check of the Federal Bureau of Investiga-

tion's fingerprint and investigative files, the CSC security-investigations

other records of Federal agencies includin%
index and/y¥jpgrg appropriate/ Detfemnse Central Luvestigative, Cen ral

Intelligence and State Department indices A4/ /Wty /deedEied]/ As/ ADbEOYTIaYdY .

National Interest: All of the J}gg¢ful interests of the Federal government

viewed collectively. The interests of national security and national welfare

are specific categories of the national interest.
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Personnel File: The record required to be maintained by law or regulation ./

t¥
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the .employment of an individual in the Executive Branch of the government.
The Official Personnel Foldef is the official repository of records and reports.
of personnel actions effected during an employee's Federal service and the
documents and papers required in comnection with these actions.

p
Position of Special Trust: Yol 50 bhrd Bbsitions within the Federal service which

entail duties of such a AgbASALAA nature that the misconduct, malfeasance
or nonfeasance of an incumbent in any such position could reasonably be
expected to result in an unacceptably adverse impact upon the national

interest.

Security Determination: A determination, as required by Executive Order

11652, made by a lawfully designated authority of the Federal government,
on the basis of prescribed investigation and other relevant available
information, as to an individual's trustworthiness for access to classified
information or material.

Sensitive Compartmented Information: All information and materials bearing

special controls of the Intelligen;g Community (as defined in Executive Order
or access .
11905) indicating restricted handling/within present and future intelligence

collection programs and their end products for which community systems of

compartmentation have been or will be formally established. The term does
42 U.S.C. 2014(y).
not include Restricted Data as defined in/$¢¢¢i¢ﬁ/llﬁ/E%ﬁwﬂﬂﬂﬂﬁ$7/383/

Aédﬁié/tﬁét@ﬁ/AkﬁfAfﬂ/V934//déﬁéﬁéﬁdéﬂA/

Significant Adverse Information: Such information, directly relating to the

factors to be considered in making a suitability determination set forth "~
in subsection 8(b) of this Order, which could reasonably be expected of
itself to adversely influence a determination as to suitability or-prompt the

seeking of additiomal investigation or clarification.
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in terms of character and integrity as distinguished from professional skills
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or qualifications, for the position sought or held, taking into consideration

all relevant aspects of the position including its level of responsibilit§ and

sensitivity from the point of view of the national interests.

Suitability Determination: A determination made by the Civil Service Com—

mission or the head of a department or agency of the Executive Branch or his
designee, on the basis of investigation prescribed by this Oxrder and other
relevant available information, as to an individual's suitability for employment

in the Federal service with respect to the appropriate suitability standard
The DCI shall be free, with respect to -
set forth in Section 5 of this Order./ ﬂﬁ/ﬁﬁ%ihﬁ%%i%!é//i%/%f#%id/dféé%é/

position requiring access to or clearances for access to Sensitive Compartmented

fA/ﬁ%%//%Jd#&//Aiéﬁl/ﬁ/%ﬁl//déééﬁﬁﬁﬁﬁ%{AA{/A&J%Z%!L/A%ié%/éﬁﬁid%é/Aé/éé%%i%il

Information, sources and methods and classified intelligence information, to
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require a separate security determination, notwithstanding the fact thata
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suitability determination has been effected with respect to the designation of
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a Position of Special Trust as described in Section 6(b) (ii) through (vi) of
é(//#%%l/JJ/[AAAAL////////%//AL/LﬁAAﬁé{fV[/f/%éé/ALL///AA/{J//J//L/é/éd%//JJ[
this order.

Suitability Factors: Such factors relevant to a determination as to an

individual's suitability for employment in the Federal Service, under the
standards required by Section 5(a) and (b), which are detailed in Subsections
8(b) (1) and (2) of this Order.

Suitability Standard: The minimum level of personal fitness and competence,

prescribed by this Order, which each civilian officer or employee must meet,
according to the nature of the position concerned, to be ‘determined suitable
for employment in the Federal service.

Section 3. General.

(a) Purpose of the Order - The purpose of this Order is to establish
uniform standards for determining the suitability of individuals for employ-

ment in the Federal Service and for determining the eligibilicy of individuals
Approved For Release 2004/10/27 : CIA-RDP78M02660R000800020002-7
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nwith the interests of the nation and the constitutional and civil rights .
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11652, t‘.o delineate: authority- and reqpun:;.v.u;..u.t“_., . m——
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personal informatlon requxred in determinlng suitabxlxty for Covernment

employment to that which is relevant and necessary to such determ:m'atlou

and which is consistent with the individual’s basic right of privacy,. -

PPUE

and to establish effective oversight to assure that implementatidn of

the policies set forth herein by the departments and agencies is ‘consistent -

of the individuals concerned

L . - - PN

(b) Establlshment of ‘the Federal Civxllan Personnel Sui taba.la.ty

‘-

- as defmed b Executlv_e Order 11905 w1th rograms based on progedures or

Investlgau_on and Adgudlcatlon Prograrn - There shall be established -a .

uru.form Federal ClvilJ.an Personnel Sua.tablllty Invesf'lgatlon and Adgud).ca-—

tion Program 0p°rating under the overall personnel po]ncies and procedu..es

Any Intelligence Commurity organization, -
developed by the. ClVll Serv:.ce Coruniss:\.on [UTH TgEDETAMST AN TR 7 Cenkhialll -

I~ 7 7Zd ,A/éé/

¥h
. req ulrements established by or pursuant to statute or other Executlve Order,.
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‘shall be excluded from those Civil Service Commission regulatlons-and procedures .
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and- those provisions of Order which., as determine irector o
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Central Intelligence, are incompatible with such statutes, Executive qrders or the -

v&%iéfx/bb%{ﬁﬂafé/v!nitﬁﬁs/ddh{/dvféfééééf&%/@}{é/ddﬁxéé/béélé}é/. procedurss established

. _ R pursuantthereto o
Sectlon 4, Appllcablllty. . : o ) . e

Pursuant to the authority of the Act of August 26 1950, the pr‘ow.sions
of that Act are hereby extended to all other departments and agenc:.es of
the Federnl Service to _the extent that the heads of snch departments
and agenc;‘.es shall 'des.ignate Pos;it:f.ons of Special Trust in accoxd with
t'he criteria of Section 6(b) (1) of this Order. . By virtue of the authority

of the Constitution and the other statutes cited in - the preamble to this

Order, standards and crlteria for other Positions of Spec:.al Trust und

§~Yrevel Tless v Tygroenes
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The standards and criteria specified in this Order shall be used in

making the determ;nation of trustworthiness required of certain civilian
pers;nnel pﬁrsuant to Section 6A of Executive Order 11652. A determination
thaﬁ an individual has met the applicable standard of Section 5 of this
Order shall be deemed ﬁo include a determination of trustworthiness for

access to the appropriate lewvel of information classified in accordance

i , provided, however, the Director of Central
with Executive Order 11652/7 Tntelligence shall prescribe standards for access
; tu Sensitive Compartmented Infnrmation intalliganaa
—_ . . _ - " - - - - - .
Section 5, Suitability Standards; —— Sources an- methods and intelligence information.

The appointment or ratention of each civilian officer or employee
in any department or agency is contingent upon his meeting one or both
of the following suitébility standards according to the nature of thev
position for which he‘is being considered or in which he is serving:

(a) ‘The overall standard for Government emploxgent is whether an
individual's appointment or retention in any position will promote the
efficiency of the service and whether, in any position requiring access
to clagsified information, such appointment or retention is clearly con-
gistent with the national interest;e

(b) The standard for appointment or retention in Positions of
Special Trust is whether the individual's demonstrated integrity,/%%gzéEFL
worthiness and discretion are such that his appointment or retention in
such a position would be clearly consistent with the national interest.

Section 6. Positions of Special Trust,

(a) General - Certain positions within the Federal service entail
duties of such a sensitive nature that the misconduct, malfeasance or
nonfeasance of an incumbent in any such position could result in an

unacceptably adverse impact upon the national interest, These positions/

VI 1/ 81 Appirbbb A idtoh 48 /A00MH 1BIA A/ AP T 310 2660R Q008000 20002 A ons of



‘exercised in the selection of individuals to fill such positions. There
Approved For Release 2004/10/27 : CIA-RDP78M02660R000800020002-7
are two categories of Positions of Special Trust:

related to the military security, -foreign

(1) National Security: Those activities /VoWdIFing/ AFEEET /44

affairs, or foreign intelligence program of the United States, or activities involvin

g
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access to classified information related to these activities, and including

f&%@%&ﬂ/ifféiéé/éﬁ/éﬁfiéfiiééﬁéé/éﬁ%ﬁ%ﬁifﬁé the protection of the government
: : _ foreign aggression,

against espionage, sabotage, subversion/ assassination and terrorism and

any other illegal acts that adversely affect the naéional defenséz slith
' éﬁ#ﬁﬂﬁiié/éééiﬁﬁkﬁkﬁ¥ﬁﬂiiéﬁ/ﬁfé/Eﬁﬁﬁ%ﬁfﬁy/dddééfﬁéﬂ/ﬁﬁ&ﬁ%ﬁﬂié/ﬁfiéﬁ%ﬁ%%ﬁiﬂ%ﬁ
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(2) National Welfare: Those activities &hich are directly

related to domestic order and the economic and productive strength of
the Nation, including critical policy making and law enforcement positions,

access to sensitive information critical to the Nation's economic or

.

domestic interest, and access to property or installations that affect

-—

public health, safety or econoﬁic well being.

(b) Criteria For Designaéingﬁ?ositions of Special Trust — Only those

civilian positions in the Federal service which meet any of the following
eriteria shall be designated a Position of Special Trust:

(1) National Sécurity Positions which:

(1) Require access to Top Secret information;
(ii) Require access to Sensitive Compartmented Information;
(1ii) Require access to classified information revealing

intelligence sources, methods and analytical procedures;
(1v) Require access to any classified information which
1s controlled by special access procedures established

by the head of a department or agency; - - —

(v) Involve personnel investigative duties;

Approved For Release 2004/10/27 : CIA-RDP78M02660R000800020002-7
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_fﬁnctions of an agancy‘critical to natiomal security
interests; or which .
(vii) Allow the incumbent to make or influence suitability
determinations concerning persons having the access
or performing any of the duties listed in (i)

through (vi) above.

Positions requiring access to information classified no higher than
Secret or Confidemtial, other than those referred to in subsections (b) (1) (11)
through (vii ) above or (2) below, shall not be designated as Posi_cioné of
_épecial Trust solely on that basis in that the standard end criteria for
employment in such positions are as prescribed in subsections 5(a) and
8(b)(152 f$$¢¥7$¥/¢¢li/pﬁﬂ#ﬁ%¥ﬂ3¢¢ﬁ¢$/¢iﬁﬁﬁﬁ%ﬁ¥ﬂﬂiﬂll/%é/éﬁﬁﬂkﬁ#ﬁi/iﬂ/ﬁééﬁtﬁkﬁﬁi
/ﬁéc{ﬁiéiﬁ,{g/;/a/c/c{e/s/s{/dé/iﬁfb/bﬁ-xé/nﬁ/o'fd Y A4 b1 £ b ddbbd b ) ok sk dktd e
[addét/ 146557 '

(2) National Welfare Positions which:

(1) Require access to matérial or information, the dis—~
semination of which is highly restricteﬁ beéause of its
importance éo the economic well~being of Fhe-Nationi

(ii) Entail responsibility for formulation or implementation
of major plans and policies includiﬁg enforcement -of
lawé such that malfeasance or nonfeasance whether
wiliful or ‘inadvertant results in significant_damagé‘

to the national interest that cannot be effectively

prevented or corrected;

(iii) Entail final authority for the recommending or approving

Approved For Release 2004/10/27 : CIA-RDP78M02660R000800020002-7
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economic policy;
(iv) Entaii respons_ibility. for making selections, appoint-
ments or adverse determinations concerning persons
having the access or performing any of the duties

listed in (1) through (iii) above.

(c) Designation of Positions of Special Trust -

(1) Authority to Designate: The designation of Positions of

Special 'I.‘rust shall be made #nly by the heads of departments, agencies
of the Intellipence Community as defined

or major organizational components/AERANIYSHL /Yy/SLALALE! bE/ ERe/citiNG
in Executive Order 11905, or by their delegates.

O BLET ] 44 L 8. ERET ERb) et

(2) Certification and Redesignation: The heads of organ-
or their delegates
izations referred to in (1) of this subsection/with respect to Positions

of Special Trusty

(1Y  AhAAN ISy [{d / ¢hé/ tALOEAE/ BE fbe /ordddiddiisn
kbhlcerldd /u/He.{ IN411d4 L4/ bE/ kbl plolsiidid /ddd1ghdtibh/
AL/ ERA/ LABE B RS IEHALTAR | BAEH/ BRDAEAS BOTYTYSTs
" &
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kAhAH shall approve any change in designationm.

Section 7. Suitability Investigations.

(a) General - The appointment of each civilian officer or employee

in any department or agency shall be made subject to an investigation

Approved For Release 2004/10/27 : CIA-RDP78M02660R000800020002-7



conducted for the purpose of developing information relevant to determining
whethe BRINVSD FOL:Release 20 UH 10187s- GlARBFIBMO2580RA99800030002- T ndard
specified in section 5 of this Order.

(b) Limits On Investigative Matters - Investigations shall be

designed in so far as is possible to collect only as much information as
is relevant and necessary for a proper suitability determinatiom, to
develop inforﬁacian that is timely and that avoids unnecessary inquiry
into sensitive or private areas of personal behavior, and to report for
use in final suitability determinations only information that 1s Aivyste

reasonably feasible or warranted. )
/il as fully corroborated as/goeeibiE/ Inquires which have no relevance

to a suitability determination should not be made., Questions regarding
personal and domestic affairs, national origin, finmancial matters, and
the status of physical health, fall in this category unless the question
is relevant to the disqualification criteria of section 8 of this Order.
The probing of a person's thoughts or beliefs and questions about his

conduct, which have no suitability implications, are unwarranted.

Further, religious beliefs and affiliations or beliefs and opinions

1/

regarding racial matters, political beliefs and affiliatioms of a nonsubversive

nature, opinions regarding the conééitutionality of legislative policies,
and affiliation with labor unions or fraternal organizations are not
proper subjects for such inquiries, except where this information
constitutes a bonafide qualification or fitness requirement for a specific

relates to
employment,/ unlawful or unconstitutional activities, or relates to the

sultability disqualification factors of Section 8.

(¢) Investigations Concerning General Standard Positions

- Investigations conducted for che purpose of determining the
suitability of an individual for Federal Service in a General Stamdard

Position shall be based exclusively on the suitability standard set

Approved For Release 2004/10/27 : CIA-RDP78M02660R000800020002-7
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‘forth in sectiom 5(a), shall be limitad to matters relevant to reaching
a determBRTICH GRUET THSE scandard, sud SRall adcertiit WRRPA%hverse
information exists which Qould preclude a favorable determination under
that standard; further, such investigation shall comsist of a natiomal
agency check, including a check of fingerprint files of the Federal
Bureau of Investigation and, where appropriate, written inquiries to
local law enfércement égencies, former employers and supervisors and
references. However, upon the request of the head of the department or
agency concerned, the Civil Service'Commission may, in its discretiom,
authorize such less investigation as may meet the requirements of the
national security or welfare with respect to per diem, intermittent,
temporary or seasonal employees, or aliens employed outside the United

States.’

(d) Investigations Concerning Positions of Special Trust -

(1) Investigations conducted for the purpose of determining the
suitability of an individual for Federal Service in-; Position of Special Trusf,
herein after referred to as a Full Field Investigétion, shall be based
exclusively on the suitability standards set forth in sectionsg 5(a) and
(b) of this Order, shall be limitedito matters relevant to reaching a
determination under those standards, shall develop information positively

identity, , loyalty
affirming that the individual's /conduct/and character are such as meet

the standards set forth in sections 5(a) and (b), and shall be completed
prior to appointment; provided that when appointment is made prior to
completion of the investigation the procedures prescribed in (2) of this

subsection are followed.

Approved For Release 2004/10/27 : CIA-RDP78M02660R000800020002-7
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‘ Full field investigations for all Posi;ions of Special Trust throughout 13
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. investigative standards set forth
shall be uniform and shall include, as a minimum, the/gY@riddys 1igred

below, unless special coverage has been requested by the head of the
department or agency, and approved by the Civil Service Commissiom.
Nothing in th:i;s Order shall be taken to limit the investigation if
significant adverse information is developed @AL41AR/PL/LHE/BBEL! LALERE] . .
j ELHd/fEAY/ BELLddL

(i)‘ Verification of date and place of birth and citizenship.

(ii)- Check of the subversive and criminal files of the Federal

‘Bureau of Investigation, including submission of fingerprint

‘charts, and such other National agencies as are appropriate

to the individual's background. An additional check of

‘ immigration and Naturalization Service records shall be

"éonducted on those members of the individual's immediate

family who are United States citizens other than by birth or who

are resident aliens.

(iii) A check of appropriate police records covering all areas

where the individual has resided in the US throughout the

most recent fifteen (15) years or since age eighteen,

whichever is the shorter period.

(iv) Verification of the individual's financial status and

credit habits through checks of appropriate credit

institutions and interviews with knowledgeable sources

covering the most recent five (5) years.

Approved For Release 2004/10/27 : CIA-RDP78M02660R000800020002-7




individual's residences in exces of six (6) months

throughout the most recent five (5) year period. This

coverage shall be expanded where the investigation suggests

the existence of some questionable behavioral pattern.

(vi) Confirmation of all employment during the past fifteen (15)

years or since age eighteen, whichever is the shorter period

but in any event the most recent two years. Personal inter-

views with supervisors and co-workers at places of employment

covering the past ten (10) years shall be accomplished.

(vii) Verification of attendance at institutes of higher learning

in all instances and at the last secondary school attended

within the past fifteen (15) years. Attendance at secondary

schools may be verified through qualified collateral sources.

If attendance at educational institutions occurred within the most

recent five(5) years, personal interviews with faculty members

or other persons who were acquainted with the individual during

his attendance shall be accomplished.

(viii) Review of appropriate military records.

(ix) Interviews with a sufficient number of knowledgeable

acquaintances (a minimum of three developed during the course

of the investigation) as necessary to provide a continuity to

behavioral patterns over the past fifteen years with particular

emphasis on the most recent five years.*

*(i) through (ix) above are taken from Director of Central Intelligence
Directive No. 1/14 (updated 13 May 1976), paragraph 11, "Minimum standards ...

for ... investigation ...." :
Approved For Release 2004/10/27 : CIA-RDP78M02660R000800020002-7



An investigation, completad with favorable results, conducted in
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investigative requirement for any Positiom of Special Trust, even though
a more extensive investigative scope has been authorized for such position
by the Civil Service Commission, 1f the indivi&ual concerned subsequent to
the completion of the investigation has been continuously employed in any
Position of Special Trust for 5 years or more - subject to the provisions
of subsection (i) below.

(2) In case of an emergency, a Position of Special Trust may
be filled for a limited period by a person with respect to whom the
' required personal investigation has not been completed if the head of

the department or agency pd7dddd¥Vy determines that the waiver of such

completion is necessary in the interest of national security or welfare

based on the éollowing criteria: ‘

(1) the position cannot remain unfilled without unac-
ceptably advgrse impact upon the mission of the
organization. |

(11) the applicant/qominee has such unique talent that
no other person can £111 the position,

(11i) the priority of the program (assigned personally by
head of agency or department) is so high that
awaiting completion of investigat:ic:na b/alad fesﬁlt'in
program failure. -

.Such determination shall'be made a part of the records of such department

or agency. If such position is filled on this basis, the investigation

must be requested not later than 3 days from entrance of the employee

concerned on active duty and must be completed within 90 days from the -

date of wailver.
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(3) Notwith;tanding the limitations specified in subsection
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may also include verification of special qualifications for the position

involved as may be determined by the head of the department or agency.

(e) Investigative Expansion or Referral -

(1) Expansion: Should there develop at any stage of in~
vestigation informatioﬁ indicating that the employment of any such
person may not be clearly consilstent with the applicable standard set
forth in section 5 the investigation shall be expanded to the extent
necessary to enable the Civil Service Commission or head of the department
or agency concerned to determine whether the individual is suitable for
employment or retention in employment. Further, when significant adverse

or questionable information is developed during the course of an in-

vestigation, the subject of the investigation] ALEYHY /e el Y

, except as limited or precluded by national security concerns
SEEUEALY peitfits/] shall be afforded an opportunity/to affirm, refute or O DY
- statute,

otherwise ex@lain such information, prior to closing the investigation.
(2) Referral: There shall be referred promptly to the Federal

Bureau of Investigation all investigations which develép information

that an individual's conduct or acﬁivities are such as may fall within

the investigative jurisdiction of the FBI.

(£) 1Investigative Procedures -

(1) Sources of Investigative Information: Persons conducting

investigations authorized under this section shall collect information

to the greatest extent practicable directly from the subject individual,
but are authorized to seek additional information from any other appro-

priate source, including but not limited to:

(1) the parent(s) or guardian(s) of the person being

investigated;

Approved For Release 2004/10/27 : CIA-RDP78M02660R000800020002-7



Where consistent with other Executive Orders and the
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(1ii) K44}/ school records;

Appraove elease 2004/10/27 : CIA-RDP78M02660R000800020002-7
PP ilvﬁﬁﬁﬁb federal, state, and local official government

N records, including conviction and sentencing in-
formation, court proceedings and probation records
regarding criminal offenders;

) /AK) employment records;

) &Y médical records relevant to a determination under

section 8(b)(2) (iii); and

(vii) (44) persomal acquaintances.
The criminal offender information which the department or agency head
concerned or his designee is autiaotrized to obtain under this section
includes, but is not limited to, all criminal history relating to arrests,
indictments, information, or other formal criminal charges, dispoesitioms,
or a reason why no disposition is éVailable, sentencing, and correctiomnal

supervision and release.
- ‘mission of an agency or depart-

(2) Notice to the Individual:/ Prior to initiation of any ment, p

investigation, the subject of the investigation shall be given Wri¥yed
notice of:

(L The authority ;nder which the investigation will be
conducted;

(ii) The scope of the investigation including an
enumeration of the types of records and files to be
checked and the type of individuals 'to be contactgé;

(iii) The principal purpose or purposes of the investi-
gation;

(iv) The individuals or organizations that will have

access to the information;

Approved For Release 2004/10/27 : CIA-RDP78M02660R000800020002-7
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) MAAAN The effects on the individual, if any, of not
providing all or any part of the requested information.
(3) Information to be Released by the Individual -~ The individual
shall furnish 'a signed peésonai history statment, fingerprints of a quality
acceptable to the Federal Bureau of Investigation and a signed release,
as necessary, authofizing custodi;ns of police, credit, education, employment
and medical and similar records, té provide relevant record information
to the investigative agency. -

(4) Investigative Limitations With Respect to Privacy - In

conducting investigations under the provisions of this Order, investigators
shall:
(1) Not investigate any case or person except those
assigned within their lawful duties;
(11) Not interview witnesses where the testimony is
likely to be overheard by others;
Inform witnesses of the eligibility of their identiy
(111) ANFEGET PERBERE] REERRAEAAIA Aol AR/ FAKNERES o
for confidential treatment;
LTE] EERERRE] ERE] FRA! FEFREFLEALALLA/ Fhk/ bR FREH FAAL
BA/ BAAE/ PE] B/ FALEESERE FEARALORGH] FEA! AIARABALARG/ - -
BE/ ERAS EEAELBAES] EO] BEAELABEEALL] EALEAEER] FEY
BEEALEE! b BABLI LE] BEGL/ BES BAE/ b/fbﬁiﬁ/fﬁ._é( AM/ b/ bk

BAEE] PE/ EEALABEAR] ARESERAEASA
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(iv) WNot furnish information, other than necessary identity
Approved For Release 2004/10/27 : CIA-RDP78M02660R000800020002-7
data, or ask questions 1in such a manner as to indicate
that the investigator is in possession of derogatory
information concerning the subject of the investigation;

() Refrain from using/ LhALK/ é{vfr/ é&éﬁéé/:é{)ééé/,/ bbbt/

pF surreptitious invg-_stiéative methods, devices or
' except as permitted by law or Executive Order;

techniques AACLLALAL/ mbdd/ Lbhbrbh/ bhhELLAL bR
BROLLEEADIAL] BLGALALAALAL) GohLE! bhbdhlblbL/ LAL
BEALELLD bE/ LEABRL/ éﬂﬁ/ AAELERELEL, Lk EALAL/ bE
RARESAESPOARL/ AbIALEEL

(vi) Not investigate any case in which the investigator
knows of circumstances which might adversely affect
his fairness, impartiality or objectivity.

(vii) Refrain, undér any circumstances, from conducting
physical searches of the éubjec;: or his property or
making uninvited visits to the subject's home.

(viii) Refrain from using a polygraph in any investi-
in the case of

gation conducted under this Order except FHAF /&
oranlzatlons in the Intelllence Communlt as

y 7L IRIF734 7
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(g) Investigative Responsibility - The investigation of persons

entering or employed in the Federal Service, including experts and
consultants however employed, shall AftihbtAldf/ be the responsibility of

the Civil Service Commisssion, except in cases in which the head of a

or Executive Order
department or agency assumes that responsibility pursuant to law/ or by

agreement with the Civii Service Commission. A full report of investi-
gation or notification of satisfactory completion thereof shall be
furnished tolfhe department or agency responsible for making the suit-
ability determinarion. v

(h) Investigative Support to Non~Executive Branch Federal Agencies -

Legislative, judicial and quasi-goﬁe:nmental ageqcies, including the
Government of the District'of Columbia, that requirg investigations

similar ﬁo those prescribed in this order may use the investigative

facilities of the Civil Service Commission.

(1) Use of Prior Investigations - In order to avoid unnecessary

duplication of effort and expense,Aén agency making a suitability determina-
tion pursuant to this Order shall make the fullest use of reports of

prior investigation, to the extent that such prior investigation was

based on the standards, suitability factors and investigatlve coverage
requirements of this Order. If the prior investigation did not comply with
this Order, such additiomal investigatioﬁ as may be necessary shall be
conducted.

(j) Reinvestigatiom.

(1) Incumbents. Once a person's suitability for Federal Service

has been determined under the provisiocuns of this order, he shall not be
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- which raises reasonable doubt as to whether he continues to meet the
Approved For Release 2004/10/27 : CIA-RDP78M02660R000800020002-7

applicable standard prescribed by section 5., However, the/ hehd/ ot /A
depaitibt! A AR A/ [ At Positions of Special Trust
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re-investigation of the incumbent 5 years after employment, and once each
. Such reinvestigation shall include as a minimum appropriate

succeeding 5 years cﬁépﬂ{ﬁpp{ﬁhﬁﬁ/ﬁpﬁﬁ/tﬁ#ﬁ#ﬁ#ﬁﬁ#ﬁﬁﬁ/#/ﬁ}‘lﬁ/ﬁ PEEREE/ PF]

national agency che ocal agency checks (including overseas checks where
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(2) Former Employees. A former employee, who re-applies for employ-

ment, éhall be investigated whenever available information raises a
question as to whether the individugl continues to meet the standard
provided by section 5 or there has been a break in his employment by the
Federal government greater than 12 months.

Section 8. Adjudication.

(a) Objectives - The objectives of the adjudication procé&ﬁre.shali
be to determine whether, on the basis of available information? the a
individual's employment réasonably can be expected to promote the efficiency
of the service and, in the case of a Positions of Special Trust and those
requiring access to information classified in accordance with Executive Order -
11652, to be clearly consistent with the natiomnal interesgg, The adjudica-

tion procedure is an effort to assess the probability of future conduct, whether

willing or unwillin deliberate or through negligence, which would impair
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the efficiency of the service or expose the national interests to hazard or

. jeopardyAppreved Rar Belensec200440/21 s CHaREP 23M02660RPA0EA0026RA2ssibility
of prejudicial behavior against the consequences of fallure in terms of

the interests of the agency's mission or of the national welfare or

security. Where the nature of the position is such that the consequences

of failure are of little national import or are easily reparable, some

doubts about an individual's suitability may be resolved in his or her

favor. Where the consquences of failure pose a greater hazard to the
national interests, however, such as.;ith Positions of Special Trust, a

smaller degree of doubt may warrant disqualificatiom.

(b) Reasons for Disqualification -

(1) General: All applicants for or incumbents of positions
in the Executive Branch must meet the standard of efficiency cited in
Section 5(a). Specifically, aﬁ individudl shall be disqualified for
such employment if his or her conduct may reasonably be expected to
interfere wiﬁh or prevent his or her effective perfgkmance in the positiom
sought or held, or if such conduct may réasonably be expected tc interfere
with or prevent effective performance by the employing agency of Its
duties and responsibilities. Any of the fqilowing factors may be considered
a basis for disqualification:
(1) Delinquency or misconduct in prior employment;
' ,deviate,
(ii) Criminal, dishonest, infamous 6t notoriously disgraceful
conduct;
(111) Intentional false statement or decepéion or fraud
in examination or appointment;
(iv) Habitual use of intoxicating beverages to excess;
(v) Abuse of narcotics, drugs, or other comtrolled

substances; ) -
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(vi) Reasonable doubt as to the loyalty of the person
Approved For Releas 0340 ¢ld WovERREAN 0200 0P00E0N% L ;
(vii)-Any statutory disqualification which makes the
individual unfit for the service., These suitability
factors have been promuigated by the Civil Service
Commission which is authorized to méke changes in these
féctors after consideration of the comments of ﬁhe public

and in coordination with the departments and agencies.

(2) Positions of Special Trust amd Gemeral Standard Positiomns

Requiring Access to Classified Information: An individual shall not be

appointed to or retained in a Position of Special Trust umless such
appointment or retention meets the standard cited in section 5(b). In
addition to the factors specified in section 8(b)(l) above, the fol-

lowing factors shall be considered in determining whether the individual's
employment meets the stricter standard for a Position of Special Trust and
those General Standard Positions requiring access to inforamtion classified
in accordance with Executive Order 11652,

relationships ,
(1) Any facts, circumstances, /or conduct which furnish

reason to believe that the person concerned may be

subjected to coercion, influence, or pressure which
or induce

could cause/him to act contrary to the natiomal

interest;

(ii) Any facts, circumst;nces or conduct which indicatgs
poor judgment, unreliability or untrustworthiness
suggesting that the person concerned might fail to
safeguard sensitive information, deliberately or
inadvertently;

(1i1) Any illness, including any mental c&ﬁdigiaﬁ; of a

nature which in the opinion of competent medical
Approved For Release 2004/10/27 : CIA-RDP78M02660R000800020002-7



authority may cause significant defect in the

Approved For Rejedse@@045610/2Z1:1GH-RIF7 81 0266 0ROANHO0020002nE d
with due regard to the transient or continuing
effect of the 1llness and the medical findings in
such case;

(iv) Wanton or reckless disregard of puﬁlic law, statutes,
Executive Orders or willful disregard of security
regulatiéns;

(v) Refusal or intentional failure to complete required
personal history statements or security forms, or
otherwise failing or refusing, in the course of an
investigation, interrogation, or hearing, to answer, .
or to authorize others to answer, any pertinent
questions regarding the matters set forth in
subsection 8(b) (1) and (2) of this sectiom; or

‘ reasonabl

(vi) A background which cannot/ be verified sufficiently

to permit a positive demonstration of trustworthiness.

(¢) Considerations in Weighing Evidence -

(1) General Guidelines:';

While equity requires a degree of uniformity in the
adjudication of individual cases, assuring fair and
consistent évaluation of circumstances from one situation
to the next, each case must be assessed on its own merits,
taking into consideration all relevant facgs, prior -
experience of similar cases, the nature of the position
involved, including its level of responsibility and
sensitivity, and the acceptability of risk. All information

of record, both favorable and unfavorable, must be considered,

and assessed in terms of completeness, relevance, seriousness,

Approved Egg Release2004/10/271: G1A-RPPZENA2660R000800020002-7
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Any decision must be a common Semnse one based on a demonstradle J %
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cited in Sectiom 3.

(2) TFactors to be Consgidered:

Although there are certain circumstances which, in them-
selves, are obviously disqualifying, such as the use of a
" false identity or the various statutory restrictioms on
employment, adjudication of most forms of.conduct must
inqlude consideration of all pertinent mitigating or )
aggravating factors, including the following:
(1) the nature of the position involved, including
the level of responsibility and sensitivity;
(11) the nature and seriousness of the conduct;
(111) the circumstances surrounding the condﬁct;
(iv) the frequency and recency of the conduct;
(v) the age of the individual,‘if the activity was as
an adolesceﬁt;
) contributin
(vi) ?fﬁ?ﬁ%@ﬁiﬁi@Lgszzgi—S;_éivironmental’conditions;
(vii) the voluntariness of the individual's pafti—
cipation;
(viii) the absence or presence of rehabilitation A4/ .
AR FOAERE FRbERANARAEAOR./

(3) Additional Factors to be Consgidered with regard to

Position of Special Trust:

» (1) Refusal by an applicant for or an incumbent of a
Position of Special Trust to furnish or to authorize

others to furnish information deemed necessary and
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relevant to a determination of his or her suitability
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(11)

that the individual's employment cannot be found to
be clearly consistent with the national interests.
An individual employee who recognizes that he or

she has become involved in an incident or situation,
whether by virtue of some misconduct or indiscretion
on his or her part which could adversely affect |
the national interests, and who promptly reports

the matter to appropriate authority, shall receive

a2 sympathetic response. To the extent consistent
with applicable law or regulation and other eriteria
of this order, the individual's voluntariness and

candor in providing such information shall be considered
as possible

éé/ﬁ/ﬁléléééiﬁé/é{féﬁﬁéﬁéﬁéﬁ/ﬁﬁé//éé/d7brovriate,7evidence

of a willingness to rehabilitate.

(4) Factors not to be Considered:

(1)

(11)

Criminal History information which does not show final
disposition of é;charge‘must be investigated further to
ascertain the disposition and reasons therefor. No
adverse determination shall be made except on the basis

of infofmation which 1is as complete as circumstances allow.
No adverse determination shall be made on the basis of

how an individual has exercised his First Amendment';ighta,
which include but are not limited to, religious and

palitical beliefs, freedom of speech and of the press, and -

freedom of assembly and petition. Such factors are
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: v1olatlon of law or unconstltutlonal activity, or incom—
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patibility with the standards of this Order, in which
case it is the illegal activity or incompatibility and
not the mere exercise of right which becomes relevant:

(d) Timely Adludlcatlon - Adjudication should be conpleted in a

timely fashion and in no event more. than 90 days after the receipt, of the final
_ investigative report, S
Where the national interest and the lawful missions of agencies. ‘and departments permlt t
‘ (e) Notice to the Individual -/The individual shall be informed of

the completion of éhx investigation conducted pursuant to this

Order and shall be informed of the final-suitability determination.

-

~

dection 9. Due Process and. Adverse Determination Procedures. TR
" - . 3 . - - .

»(é) Due Procese Policy - No.person may be denied eligibility fo;‘
appointment or appointment iﬁithe Fedefal.eerviéé or finéllf'feme;e&';.'
from a_bositioniiﬁ ﬁheifederef eervice_by the CiviIIServiee éommis;ieg .
éf a éepartment oY agency foi failure to meet-tﬁe standards brescriéed:::
by Section S of this Order unless he has been afforded such due procese>
‘as is provided for in this section/ or as prov1ded in Sectlon 10 of this Order.or : .

unless his employment is terminated under provision of Section 102(c) of the Natlenal Securlt\
. (b) Applicants =~ Act of’1947 as amended (SO U.S. C A 403) . ,

Any- :
(l) Mo person>ﬁ¢@/tﬁ/den1ed ellglblllty for app01ntmenc or {

. appointment in the Federal service, competitive or excepted serv1ce, by .

the 'Civil Service Commission or by £ﬁé/i%%%yﬁfﬂ'a department or agency
to the extent permitted by natiqn%%,segurlty interests,

for failure to meet the standards prescribed by sectidn I/
. will be . | o o
| okl né/b‘s-’qi#/l#af#/h‘#ﬁ given: : : .

notification

(1) /zJAffdedd/éféﬁéﬁéﬁt/of the reasons upon which such

denial is to be based‘ln sufficient detqil ?9,3£€9rd-

an opportunity to respond and of fer comments or
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(£1) a reasomable opportunity to make such response;
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which, 1f adverse, shall cite the specific reasons
upon which the determination is based; and ‘

(iv) A/¥EALLAA notificagien of the right to appeal the

in competitive service cases
adverse determination/to the Federal Employee Appeal

Authority/ , and in excepted service cases to the head of the

agency or department involved.
(¢) Incumbents goney P

involuntarily
No person may be fIfdII¥ removed/from employment, competitive

or excepted service, by the Civil Service Commission or by the head of a
department or agency for failure to meet the standards prescribed by

section J unless appropriate Civil Service removal procedures have been
followed for those persons in the competitive service or the established

agency ud /dYyddPvYdd /A 1Y /3t dd [ddld{dd{dd removal procedures have

been followed for those persons in the excepted service, except that when
the head of the agency determines that the protection of national security
interests so require the provision of section 10 shall be applied,

Section 10. Procedures Concerning Positions Which Involve National Security

Interests. In furtherance of the objectiveé of the Act of August 26, 1950

(5 U.S.C. 7531, et seq.), whenever the continued employment of an individual

in the Federal service, or his access to classified information, is foun& to be
not consistent with national security interests, the head of the agency

shall take appropriate action in accordance with the follpwing procedures,

(a) Suspension from employment or access to classified information.

The head of a department or agency shall, whem deemed necessary to the national
security, suspend from employment any civilian officer or employee,
competitive or excepted service, or shall suspend the individual's access to

classified information, provided that, to the extent that such  agency head
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determines the national security permits, the employee shall be notified -
Approved For Release 2004/10/27 : CIA-RDP78M02660R000800020002-7
of the reasons for the suspension and within 30 days after such notification
any such person shall have an opportunity to submit any comments or
other evidence relative to the issues. However, within 120 days, if the

determination is adverse, the head of the agency shall take further actiom

under one of the following procedures,

(b) Removal from employment or revocation of security clearance.

If Wyd Mddd/df a department or agency, based on the circumstances of the
: involuntarily

case, determines action should be initiated to fiﬁiﬂff remove/an individual

from employment or to revoke the individual's clearance for access to
the agency or department

classified information,.ﬂé/shqll afford the individual the following:
notification

(1) [ d/HAAEA /I dddddd? of the reasoms upon which such

removal or revocation of clearance for access to classified information
is to be based in such detail as national security permits and as would
afford him an opportunity to respond and gffer comments or other evidence
relative to the issues;

(i1) ; reasonable opportunity to make such response;

(1ii) after he has made a response, the form or sufficiency
in the case of the competitive service

of which may be prescribed/by regulations issued by the Civil Service
in the case of the excepted service by regulations issued by

Commission or/the head of the department or agency concerned, an oppor=- )
in the case of the competitive service in the case of the excepted service

tunity to appear personally/before the Commission or/the head of the before

department or agency concerned or appropriate designee for the purpose
of supporting his suitability for retention in the position concerned, _.:
or eligibility for clearégce for access to classified information and to
present evidence in his behalf;

(iv) a reasonable time to prepare for that appearance;

(v) an opportunity to be represented by counsel;

Approved For Release 2004/10/27 : CIA-RDP78M02660R000800020002-7
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(vi) (AAAN a review of his case by the agency head or his
designee, before a determination adverse to the employee 1s made final;
and .

(vii) (WAAY a written notice of the final decision in his case
which, if adverse, shall specify whether the Coumission or the head of
the départment or agency found for or against him with respect to each

allegation in the statement of reasons.
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(¢) Reassignment to a position which does not involve national

securlty interests. Nothing in this order shall be deemed to limit or

affect the respomsibility and authority of any head of a department or agency
when, in his absolute discretiom, ﬁ; deems 1t necessary in the interest of
national security to reassign a person to a General Standard Positiom from

a Position of Special Trust (National Security) provided that the reassignment
is (1) to a position of the samé grade, (2) comparable duties and (3) within
the commuting area of the position from which the person.;s reassigned or,

as appropriate, within the area of the agency headquarters. In all such

reassignment cases the reassignee shall be given:
notification

(L) / d /ATl /I dddddd! of the adverse information upon which the -

reassignment is to be based in such detail as national security permits and
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. In sufficient detail to afford an opportunity to respond and offer comments
_ Approved For Release 2004/10/27 : CIA-RDP78M02660R000800020002-7
or other evidence relative to the issues;
(2) a reasonable opportunity to make such a response;
(3) a letter of notification of the decision, if reassignment
is decided, which shall cite the specifile reasons, to the extent national

security permits, upon which the decision is based.

Cdf Reserved Authority WNothing in this order shall be deemed to

limit or affect the responsibility and powers of the head of a department

or agency to deny or revoke access to a specific category of information
or otherwise identified for compartmented access purposes
classified in accordance with Executive Order 11652/if the security of the

nation so requires. Such authority may not be delegated and may be

exercised only-when the head‘of a department or agency determines thaﬁ
the procedures prescribed in section 9 or subsections (a)(b) or (c) of
this section cannot be invoked con;istently with the national security

and such determination shall be conclusive. ’ -

Section 11. Reinstatement, Restoration to Duty and Re—employment.

Any person whose employment 1s suspended or terminated under the
authority granted to heads of depa;gments and agencies in accordance
with section 10 of this order shall not be‘reiﬁstated or restored
to duty or re-employed in the same department or agency and shall not be
re—employed in any other agency or department, unless the head of the
department ;r agency concerned finds that such reinstatement, résfofatioﬁ
or re-employment 1s consistent with the standards of section S5a and bj .
sﬁch findings shall be méde a part of the records of such department or
agency. However, no person whose employment has been terminated under
such authority thereafter may be employed by any other department or

agency except after a determination by the Commission that such person

is eligible for such employement.
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Section 12. Review of Adverse or Questionable Information Arising
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Whenever there is developed or received by any department or agency
information indicating that the retention of any civilian officer or
employee in the Federal Service may not be consistent with the standards
set forth in.sections 5(a) and (b), such informatioﬁ shall be forwarded
to the head of the department or agency concerned or his designee who,
after such investigation as may be appropriate, shall review or cause to
be reviewed the adverse or questionable information. 1If after such
review, it is the determination of the head of the department or agency
that the retention of the person concerned may not be consisten. with
the appropriate st§ndard(s) set forth in section 5(a) or (b), he shall
initiate action under the provisions of section 9 or 10, as appropriate.

Section 13. Program Management.’

2. General Policy Oversight - Within the Executive Office of the

President, the National Security Council and the Office of Management

and Budget shall exercise oversight of the Civil Service Commission
operation of the Federal Persomnel Sultability Investigation and Adjudication
Program and shall be responsible fdf providing policy guidance conéerning
that program and shall effect the necessary oversight needed to assure

that impleméntation of the policies set forth herein by the departments

and agencies is consistent with the interests of the nation and the -
constitutional and eivil rights of the individuals concerned. A program
directive shall be issued by the Civil Sérvice Commission‘within 90 da?é

of the effective date of this order.
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b, Responsibilities of the Departments and Agencies -
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(1) Department and Agency Systems In furtherance of the

Federal Civilian Personﬁél Suitability Investigation and Adjudication
Program the head 6f each department and agency established by statute of
Executive Order shall be responsible for maintaining a centrally managed
personnel suitability, adjudication and review system to insure that the
employment and retention of each civilian officer or employee, in the
competitive or excepted service, is consistent with the suitability
standards of this order.

(2) Implementing Regulations: The heads of the departments

and agencies shall, within 90 days of the effective date of the directive
cited in subsection (a) of this section, issue appropriate regulations
implementing the policiles and procedures of this Order.

(¢) Standardized Qualifications and Training of Program

Personnel: The Civil Service Commission, in coordipation with other

appropriate agencies, shall prescribe minimum standards for the selection
and training of Federal persomnel investigators, adjudicators and
supervisory personnel in these activities.

t

(d) Index of Investigations:

and
(1) 1In order to avoid unnecessary and duplicative investigation/ to the
extent permitted by national security interests or statute,
there shall be established and maintained in the Civil

Service Commission an index covering all persons‘aé Ec
whom personnel sultability investigations 'have been
conducted under this order by the Commission or any
department or agency of the Executive Branch. The index

shall contain the name of each person investigated,
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adequate identifying data concarning such perscnm, ?7
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identification of the department or agency which has
conducted an investigation concerning the person considered,
or has suspended or terminatad the e&ployment of such
person under the authority granted to the heads of departmenté
. and agepcies by or in accordance with this
order or said Act of August 26, 1950.
{(1ii) The heads of all departments and agencies shall furnish
to the Civil Service Commission information as p}escribed
by the Commission appropriate for the maintenance of
this index.
(1ii) Each department or agency shall maintain a record of the
action taken as a result of any investigation conducted by
or at the reqﬁest Af such department or agency in accordance

with this Order. ) ' -

(e) Control, Releasa and Use of Investigative Reports:

(1) Control of Reports - Reports of investigation developed

for the purpose of‘;his order shall, upon rendering of

the final determination, be filed at a place designated

by the Commission or the head of the department or

agency which conducted the Ilnvestigatiom, as the case

may be, under conditioms which will protect the pfiQacy

of the persoms concerned and the interests of the nationm.
The repofts and other investigative material and information
devéloped by investigation conducted under this order

shall remain the property of the agency which conducted

the investigation.




(11) Release of Reports - Access to and release of such
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reports will be afforded under procedures prescribed by

the investigative agency concerned in accordance with
Executive Order 11652, the Freedom of Information

Act, the Privacy Act of 1974-7&{& other applicable laws,

rulas a,nd regulations/, and national securlty interests.
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(f£) Standard Forms: In order to avoid unnecessary proliferation

of forms, the Civil Service Commission, in coordination with other ap-
propriate agencies, shall develop and prescribe. standard forms Which

shall be used uniformly by all departments and agencies in implementing

the Federal Civilian Personnel Suitability Investigation and Adjudication
Program to include personal history statements, privacy statements,

release authorizatiouns, investigati;e requests, investigative reports,
testimony vouchers, adjudicative work sheets, suitability determination
memoranda, suitability determination records, and notification statements

to the subjects of investigations. However, supplemental forms required by the

needs and missions of any agency or department may be used.
(g) Clearing House for Program Management Information:

The Civil Service Commission, operating under the guidance of the Executive
Office of the President shall, establish a clearing house for information

vital to effective program management such as legislative initiatives
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- and hearings, court and administrative hearing decisions and similar
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matters. '

(h) Program Review: In order to assure full and continuing compliance

with the provisions of this order, the Civil Service Commission, with
the cooperation of the agencies and departments, shall effect continuing
review of the mannar in which the order is being implemented throughout
the Federal Government and shall submit to the Executive Office of the
President for review by the National Security Council and the Office of
Minagement and Budget an annual report with recommen@ations to correct
any deficiencies in the program which are incomsistent with the national
in;eresté or rights of the individual under the Counstitution, the laws
of the United States, or this Order. In addition, the Civil Service
Commission shall develop and prescribe statistical reporting procedures
designed to facilitate analysis of the effectiveness of the investigative

and adjudicative processes of this Order,

-~

(1) Annual Certification: In addition to the annual certification

required by section 6(c)(2) (ii) of this Order, each department and agency
shall make an annual report to the Civil Service Commission of the

waivers grantad under section 7(d)(2) of this Order and such information

shall be included in the report cited in (h} above.
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